Corporate Spies : how private security companies are secretly watching NGO’s / Journalists.

Jean-Philippe Ceppi – Producer « Temps Présent », Swiss Broadcasting Corporation (TSR). 

In June 2008, the Swiss  television program « Temps Présent » broke the story that the private security company Securitas, a leader on the Swiss market, had infiltrated the international NGO ATTAC. The client was the agro-giant Nestlé, who was worried by unionist activities against the group. An agent infiltrated and spied ATTAC under a fake name and gave reports to Nestlé. 

This presentation will focus on how the story was made possible. How to protect the whistleblower in such a case ? What and how were the evidences collected ? How was the whistleblower debriefed ? Which were the sources who talked and how did we make them talk? And how to make such a story on television ?

A few tips when you investigate corporate spies :

1) You as a journalist may be spied on too. Lock your notes and stuff, check who get access to your office, make photocopies of your crucial documents and keep them somewhere else. Do not talk about your story, except to your staff.

2) Work with lawyers wether there is a Whistleblower Protection Act in your country or not. Ask for a legal risk assessment for your media outlet and for your main source. You have big sharks facing you !

3) Check all ID’s. Is your main source the one she/he says to be ? Under which code name your source was operating ? Where fake ID’s used ? What is the real life and the fake bio ?

4) Insist on physical description to support names of people who are reported to you. Ask for pictures or references of pictures. One could be another…

5) If you are lucky enough to have a whistleblower, proceed to a complete debriefing, including documents, chronology, written statements,  etc …

6) Corporate spies are workers too : try to access to their worksheets, contracts, recommendation letters, salary slips.

7) Go for the reports. Security companies are producing reports for their clients, reports are circulating.

8) Corporate spies want to have access to mailing lists. This is sometimes the first step to uncover them. Check their ID, and « google » them !

9) Public sources (police, state intelligence) may reply to your questions if they are involved with private spies. Some of them hate these guys!

10) Private security hates reputation damage. They may talk to you rather than to risk you reporting horrible things about them. 

11) And, the good old same rule, exchange with colleagues you trust !

